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International Regulatory Issues in
the Cloud

1 Definition

+ Data Privacy and Information Security

; Digital Evidence

1 Other Regulatory Concerns (IP, Antitrust, Etc.)
; Different from Outsourcing?







Definition —— NIST

1+ Draft NIST Working Definition of Cloud Computing
(v15):.

1 Cloud computing is a model for enabling convenient,
on- demand network access to a shared pool of
configurable computing resources (e.g., networks,
servers, storage, applications, and serwces) that can
be rapldly provisioned and released with minimal
management effort or service provider interaction.
This cloud model promotes availability and is
composed of five essential characteristics, three
service models , and four deploymentmodels . 0



http://csrc.nist.gov/groups/SNS/cloud-computing/index.html
http://csrc.nist.gov/groups/SNS/cloud-computing/index.html
http://csrc.nist.gov/groups/SNS/cloud-computing/index.html

Definition - NIST (cont.)

. Essential Characteristics:

B On-demand self - service.
B Broad network access.

B Resource pooling.

B Rapid elasticity.

B Measured Service.

1 Service Models:

B Cloud Software as a Service (SaaS).
B Cloud Platform as a Service (PaaS).
B Cloud Infrastructure as a Service (laaS).

1 Deployment Models:

B Private cloud.
B Community cloud.
B Public cloud.
B Hybrid cloud.




Data Privacy and
Information Security



